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This is not your typical tutorial

The list of presented systems is not exhaustive

This is not a survey (although it’s a good start)

Presenters may be opinionated (at times)
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Disclaimer: not your typical tutorial
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Cloud services (canonical example)

Check & update stock, verify payment, then checkout the shopping cart.



Use Cases for Transactional Cloud Applications

Booking/reservation, systems, trading
Ad serving & bookkeeping
Fraud detection & payments
Inventory management

Banking, e-commerce, trading platforms,  retail, etc. 
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Target Use-cases: Low-latency Cloud applications requiring 
transactional consistency, containing complex business logic.

Target Industries



Atomicity 
All three services execute, despite system/user errors

Consistency
FK constraints: shopping cart contains only products that exist in 
stock

Isolation
No stock updates visible without having payment cleared
No payment without stock updates reflected in stock service

Durability
Data is safe, possibly replicated
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ACID in the world of services



How people develop 
microservices nowadays
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“Textbook” Microservice

Service Architectures Primer: μService

Scales better

Code modularity

Independent 
deployment/scaling
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Partitioned, event-driven architecture

Service Architectures Primer: event-driven μService

High Performance

Fault-tolerant

Replayable & Debuggable

Inherits μService issues

Few people can program 
and keep it running

Ad-hoc transactions + 
event-driven = trouble

YES, BUT



Cloud applications largely avoid transactions through databases
Exceptions apply, e.g., DBOS

Transactions are implemented in user code.
Ad-hoc (with tons of hacks)
Two-phase commit
SAGAs
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Different ‘shades’ of consistency guarantees



Transactions



Coordination for committing or rolling back a transaction
Two phases: Prepare phase and Commit phase
Serializable guarantees
Reduced throughput
Single point of failure
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Two-Phase Commit in Services

vs



Commit
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Two-Phase Commit example
Cart
App 

Logic

DB

Stock
App 

Logic

DB

Payment
App 

Logic

DB

Coordinator

Commit?

Yes/n
o

Commit?

Yes/noCommit?Yes/no
Payment

Cart
App 

Logic

DB

Stock
App 

Logic

DB

App 
Logic

DB

Coordinator

Commit

Commit?



Talk about the sagas, compensations, etc. 
The result is eventually consistent, under many assumptions. 
The world implements SAGAs without knowing it. 
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SAGAs in Services



Distributed transaction as multiple single local transactions
Compensatory transactions in case of failure
Durable and distributed logs of all messages (usually Kafka topic) 
Eventual consistency
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SAGAs in Services [1]

[1] H. Garcia-Molina, K. Salem, “Sagas”, [SIGMOD ‘87]

vs
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SAGAs in Services [1]

[1] H. Garcia-Molina, K. Salem, “Sagas”, [SIGMOD ‘87]
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Yes, but
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Ad-hoc Transactions; allover in Microservices



21Ad Hoc Transactions: What They Are and Why We Should Care, Tang et.al., SIGMOD Record 2023. 
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Challenges with 
microservices & the like



import logging
from decimal import Decimal
from http import HTTPStatus

from flask import Flask, jsonify
from databases.cassandra import CassandraDatabase
from databases.postgres import PostgresDatabase
import os

LOGGER = logging.getLogger()
LOGGER.setLevel('DEBUG')
handler = logging.StreamHandler()
handler.setFormatter(logging.Formatter(
"%(asctime)s [%(levelname)s] %(name)s: %(message)s"))
LOGGER.addHandler(handler)
app = Flask("payment-service")

@app.route('/', methods=['GET'])
def root():
return jsonify({'message': 'check success'}), 200

@app.route('/payment/pay/<uuid:user_id>/<uuid:order_id>/<amount>', methods=['POST'])
def pay_order(user_id, order_id, amount):
amount = float(amount)
LOGGER.info("Trying to pay order %s", order_id)
try:
success = database.subtract_credit(user_id, Decimal(amount))
if success:
database.add_payment(order_id, True, Decimal(amount))
return jsonify({'message': 'Order paid'}), HTTPStatus.OK
else:
database.add_payment(order_id, False, Decimal(amount))
return jsonify({'message': 'Not enough credit'}), HTTPStatus.BAD_REQUEST
except RuntimeError:
return jsonify({'message': 'failure'}), HTTPStatus.INTERNAL_SERVER_ERROR

@app.route('/payment/cancel/<uuid:user_id>/<uuid:order_id>', methods=['POST'])
def cancel_payment(user_id, order_id):
LOGGER.info("Canceling payment for %s by %s", order_id, user_id)
try:
success_cancel, amount = database.cancel_payment(order_id)
if success_cancel:
success_add = database.add_credit(user_id, amount[0])
if success_add:
return jsonify({'message': 'Order cancelled'}), HTTPStatus.OK
else:
return jsonify({'message': 'User not found'}), HTTPStatus.NOT_FOUND
return jsonify({'message': 'Payment not found'}), HTTPStatus.NOT_FOUND
except RuntimeError:
return jsonify({'message': 'failure'}), HTTPStatus.INTERNAL_SERVER_ERROR

@app.route('/payment/status/<uuid:order_id>', methods=['GET'])
def get_status(order_id):
LOGGER.info("Getting status of payment for order %s", order_id)
try:
success, status = database.get_status(order_id)

if not success:
return jsonify({'message': 'Payment not found'}), HTTPStatus.NOT_FOUND
else:
return jsonify({'paid': status}), HTTPStatus.OK
except RuntimeError:
return jsonify({'message': 'failure'}), HTTPStatus.INTERNAL_SERVER_ERROR

@app.route('/payment/add_funds/<uuid:user_id>/<amount>', methods=['POST'])
def add_funds(user_id, amount):
amount = float(amount)
LOGGER.info("Adding %s to credit for user %s", amount, user_id)
try:
success = database.add_credit(user_id, Decimal(amount))
if success:
return jsonify({'done': True}), HTTPStatus.OK
else:
return jsonify({'done': False}), HTTPStatus.BAD_REQUEST
except RuntimeError:
return jsonify({'message': 'failure'}), HTTPStatus.INTERNAL_SERVER_ERROR

@app.route('/payment/create_user', methods=['POST'])
def create_user():
LOGGER.info("Creating new user")
try:
user_id = database.create_user()
return jsonify({'user_id': user_id}), HTTPStatus.OK
except RuntimeError:
return jsonify({'message': 'failure'}), HTTPStatus.INTERNAL_SERVER_ERROR

@app.route('/payment/find_user/<uuid:user_id>', methods=['GET'])
def find_user(user_id):
LOGGER.info("Trying to find user %s", user_id)
try:
success, credit = database.find_user(user_id)
if success:
return jsonify({'user_id': user_id, 'credit': float(credit)}), HTTPStatus.OK
else:
return jsonify({'message': 'User not found'}), HTTPStatus.NOT_FOUND
except RuntimeError:
return jsonify({'message': 'failure'}), HTTPStatus.INTERNAL_SERVER_ERROR

if __name__ == "__main__":
DB = os.environ["DB"]
database = CassandraDatabase() if DB == "cassandra" else PostgresDatabase()
app.run(host='0.0.0.0')

import simplejson
from cassandra.cqlengine.columns import Decimal
from flask import Flask, jsonify, request
from databases.cassandra import CassandraDatabase
from databases.postgres import PostgresDatabase
import logging
import os
from uuid import uuid4, UUID

LOGGER = logging.getLogger()
LOGGER.setLevel('DEBUG')
handler = logging.StreamHandler()
handler.setFormatter(logging.Formatter(
    "%(asctime)s [%(levelname)s] %(name)s: %(message)s"))
LOGGER.addHandler(handler)
app = Flask("stock-service")

@app.route('/', methods=['GET'])
def root():
    return jsonify({'message': 'check success'}), 200

@app.route('/stock/item/create/<price>', methods=['POST'])
def create_item(price):
    price = float(price)
    itemid = uuid4()
    LOGGER.info("Creating itemid %s", itemid)
    try:
        database.create_item(itemid, price)
        return jsonify({'item_id': str(itemid)}), 201
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/stock/add/<uuid:itemid>/<int:number>', methods=['POST'])
def add_item(itemid: UUID, number: int):
    LOGGER.info("Adding %s item %s", number, itemid)
    try:
        if database.add_item(itemid, number) != 404:
            return jsonify({'message': 'success'}), 201
        else:
            return jsonify({'message': 'non-existent itemid'}), 404
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/stock/getall', methods=['GET'])
def get_all():
    try:
        result = database.get_all()
        return jsonify({'message': result}), 201
    except Exception as e:
        return jsonify({'message': 'failure'}), 400

@app.route('/stock/find/<uuid:itemid>', methods=['GET'])
def find_item(itemid: UUID):
    LOGGER.info("Finding information for itemid %s", itemid)
    try:
        item = database.get(itemid)
        if item != None:
            item['price'] = simplejson.dumps(item['price'])
            return item, 200
        else:
            return jsonify({'message': 'non-existent itemid'}), 404
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/stock/subtract/multiple', methods=['POST'])
def subtract_multiple():
    items = request.get_json()
    code = database.subtract_multiple(items)
    return jsonify({'message': 'success' if code == 201 else 'failure'}), code

@app.route('/stock/subtract/<uuid:itemid>/<int:number>', methods=['POST'])
def subtract_item(itemid: UUID, number: int):
    LOGGER.info("Adding item %s to stock %s", number, itemid)
    try:
        response = database.subtract_item(itemid, number)
        if response == 404:
            return jsonify({'message': 'non-existent itemid'}), 404
        elif response == 400:
            return jsonify({'message': 'input number is larger than the stock!'}), 400
        else:
            return jsonify({'message': 'success'}), 201
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

if __name__ == "__main__":
    DB = os.environ["DB"]
    database = CassandraDatabase() if DB == "cassandra" else PostgresDatabase()
    app.run(host='0.0.0.0')

from flask import Flask, jsonify
from databases.cassandra import CassandraDatabase
from databases.postgres import PostgresDatabase
import logging
from uuid import uuid4, UUID
import os
import requests

LOGGER = logging.getLogger()
LOGGER.setLevel('DEBUG')
handler = logging.StreamHandler()
handler.setFormatter(logging.Formatter(
    "%(asctime)s [%(levelname)s] %(name)s: %(message)s"))
LOGGER.addHandler(handler)
app = Flask("order-service")

@app.route('/', methods=['GET'])
def root():
    return jsonify({'message': 'check success'}), 200

@app.route('/orders/create/<uuid:userid>', methods=['POST'])
def create_order(userid: UUID):
    orderid = uuid4()
    LOGGER.info("Creating orderid %s", orderid)
    try:
        database.put(orderid, userid)
        return jsonify({'order_id': str(orderid)}), 201
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/orders/remove/<uuid:orderid>', methods=['DELETE'])
def remove_order(orderid: UUID):
    LOGGER.info("Removing orderid %s", orderid)
    try:
        if database.delete(orderid) != 404:
            return jsonify({'message': 'success'}), 200
        else:
            return jsonify({'message': 'non-existent orderid'}), 404
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/orders/addItem/<uuid:orderid>/<uuid:itemid>', methods=['POST'])
def add_item(orderid: UUID, itemid: UUID):
    LOGGER.info("Adding item %s to orderid %s", itemid, orderid)
    try:
        if database.update(orderid, itemid) != 404:
            return jsonify({'message': 'success'}), 201
        else:
            return jsonify({'message': 'non-existent orderid'}), 404
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/orders/removeItem/<uuid:orderid>/<uuid:itemid>', methods=['DELETE'])
def remove_item(orderid: UUID, itemid: UUID):
    LOGGER.info("Removing item %s from orderid %s", itemid, orderid)
    try:
        if database.remove_item(orderid, itemid) != 404:
            return jsonify({'message': 'success'}), 200
        else:
            return jsonify({'message': 'non-existent orderid/itemid'}), 404
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/orders/find/<uuid:orderid>', methods=['GET'])
def find_order(orderid: UUID):
    LOGGER.info("Finding information for orderid %s", orderid)
    try:
        # improves the performance in benchmarks
        order = database.find_order(orderid)
        if order == 404:
            return jsonify({'message': 'non-existent orderid'}), 404
        total_cost = 0
        items = order['items'][0]
        for item, amount in items.items():
            stock_item = requests.get(f"{STOCK_SERVICE_URL}/stock/find/{item}")
            total_cost += int(amount) * float(stock_item.json()['price'])
        order['total_cost'] = total_cost
        paid = requests.get(
            f"{PAYMENT_SERVICE_URL}/payment/status/{orderid}")
        if paid.status_code == 404:
            order['paid'] = False
        elif paid.status_code == 200:
            order['paid'] = True
        if order != 404:
            return order, 200
    except RuntimeError:
        return jsonify({'message': 'failure'}), 500

@app.route('/orders/checkout/<uuid:orderid>', methods=['POST'])
def checkout(orderid: UUID):
    LOGGER.info("Checking out orderid %s", orderid)
    order_result, order_code = find_order(orderid)

    if order_code == 404:
        return jsonify({'message': 'non-existent orderid'}), 404
    if order_code == 500:
        return jsonify({'message': 'failure'}), 400

    if order_code == 200 and not order_result['paid']:
        # make payment
        payment = requests.post(
            f"{PAYMENT_SERVICE_URL}/payment/pay/{order_result['user_id']}/{orderid}/{ord
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>90% of programmers’ time spent in machine/network failures
(a.k.a. “plumbing”)

• Retries/Atomicity/Idempotency
• Consistency
• Recovery
• Partitioning
• Scaling
• Maintaining DBs, proxies, containers
• …
 

“Useful” application-logic code percentage: 5-10%.

*Actual code (shrinked) of scalable shopping cart, using 
Flask and Postgres. Excludes K8s config file hell.
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Requirements for transactional Cloud apps

Failure handling

Transaction support 

Microservices Ideal Cloud RuntimeFaaS (Lambda + Steps + DB)Monolith

App Logic

State management

App Logic App Logic App Logic

Orchestration

Messaging

Failure handling

State management

Scaling Scaling Scaling

Sad Developer

Orchestration

Messaging

Failure handling

State management

Orchestration

Messaging

Failure handling

State management

Transactions

Transactions Transactions Transactions

Happy Developer
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Right after
Programming Models

After the break
Runtimes
Benchmarks
Open Problems
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The rest of this tutorial


